MANAGED FIREWALL

GOOD GUYS IN
BAD GUYS OUT

Size really doesn’'t seem to matter much when you're

a cyber villain. Every organisation is a viable target.

In 2012 a third of targeted cyber-attacks were levelled
at organisations with fewer than 250 employeest and
one report suggests that roughly 60 percent of small
businesses suffering a breach fail within six months?.
Criminals have a knack of making security a real leveller.

To respond to the continual bombardment of
increasingly sophisticated threats, running in-house
security service is, for some, definitely an option. But
for many the cost of internal only cyber-security —
specialised people, training, security infrastructure
and keeping everything one step ahead of a hundred
malicious moving targets — is less realistic.

Our Managed Firewall service gives you next
generation appliances from Palo Alto Networks.

It's serious, award-winning kit, featuring intelligent
protection and detection technology. It'll protect your
network against threats, both known and unknown,
without hampering your people.
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Here’s what to expect...

Powerful security appliances from Palo
Alto Networks

Prevents known exploits, malware,
spyware, malicious URLs

Continuously analyses traffic for
suspicious behaviours

Custom-configured and managed 24x7
by security experts

Clear visibility of security incidents,
application usage and user behaviour

Strict SLAs backing a robust and
responsive service



Based on robust security policies, we'll set up and test the firewall for you or advise on best
practice. And our team of security specialists will proactively monitor and manage your network
security, 24x7x365. We're ISO27001 accredited, which means our network, people, policies

and procedures meet the highest standards. We're also 2-2-4 certified, which is Government
recognition for the high level of security we provide.

The summary below outlines some of the key features of Managed Firewall. And if you have
specific questions, we'd be happy to take your call.

Who's it good for ?

Any security conscious business that’s reliant on the Internet.

Feature summary
Hardware o Award-winning Palo Alto Networks next generation application-aware firewalls.
e Wide range of scalable devices supporting small branch sites up to large enterprise
organisations.
Platform o High performance, purpose-built.
Availability o Stateful active/passive or active/active configuration are supported.
Threat prevention e Integrated protection from network and application vulnerability exploits, viruses,
spyware and unknown threats.
URL filtering e On-box to securely enable web usage with policy-based application visibility and control.
VPN e Standards based IPSec or SSL VPN for secure site-to-site and remote user connectivity.
To find out how we can help you just
give us a call on 0800 052 0800 or visit
virginmediabusiness.co.uk
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